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ABSTRACT

This paper presents the methodologies of IDS technologies. Essentially,
any system requiring security must be protected from attacks. Intrusion-
detection systems are used to detect unusual activity in a network of
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computer systems to identify if activity is unfriendly or unauthorized in
order to enable aresponse to that violation. To achieverthis, there are two
main types of IDS: network-based and host-based. This paper outlines
these two types of IDS respectively and highlights the advantages of

eachkind. © 2013 TradeSciencelnc. - INDIA

INTRODUCTION

Virtudly al existingintrus on detection methodsare
network-centric; however, with thewide-scale prolif-
eration of wirelesscomputing devices, thereisagrow-
ing need for an efficient host-centric method. To our
knowledge, thereisnothingintheliteraturewhereany-
one hastheorized and then built an efficient fully host-
centric gpplication for the sake of IDSfor smaller mo-
biledevices.

Security and power are collectively thetwo most
sgnificant and frustrating i ssues presently facing wire-
less systems and network devel opers. Wirel ess net-
works are vulnerabl e to anyone who knows how to
intercept radio wavesat the proper frequencies. Since
thedataissent throughtheair, many traditiona “wired”
network security measuresare considerably lesseffec-
tive. Authenticationisthe most important step for set-
ting up a secure channel for administrators and data
authenticity isthemost prominent security risk froma

user’spoint of view. Market pressurefor authentica-
tionto befaster, transparent and morerobustisat odds
with congraintsof smal mobilecomputing. Computing
power and bandwidth are scarce commodities. Theuse
of acomputationally intensive cryptosystem, such as
RSA, may not be apalatable choicein such environ-
mentsnor isthe use of digital Signaturesto sign every
packet withitsprivatekey entirely feasiblesincethese
measuresare prohibitively inefficient. In short, authen-
tication will continueto beaproblemand intrusonswill
occur sooner or later.

Asattackson computer systemsarebecomingin-
creas ngly numerousand sophi sticated, thereisagrow-
ing need for intrusion detection and response systems
to dynamically adapt to better detect and respondtoa
variety of atacks. Unfortunately, intrus on detection and
response systems have not kept up with theincreasing
frequency and sophistication of thesethreets. All of the
evaluations performed to dateindicatethat IDSsare
only moderately successful at identifying knownintru-
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sonsand quiteabit worseat identifying thosethat have
not been seen before. Giventhewide-scale prolifera-
tion of wirelesscomputing devices (which areby de-
fault not configured secure), thisreality iseven more
worrisome.

Asexidingintrus on detection methodsarenetwork-
centric, thereisagrowing need for an efficient host-
centric method that can beincorporated or stand aone.
Thenumber and diversity of computersoften makeit
impossibleto protect each computer individualy with
host-based IDS. In addition, these systemsare gener-
aly very expensveand very “power-hungry” because
of dl the CPU timeneeded for andysis5. Itisprimarily
due to these shortcomings that thereis scarcely any
mobile host-based IDS offered today. Many organiza-
tionsrecognizethispotentia problem, but few havein-
stituted effective protection programsto build and inte-
grate ahost-centric method or onethat takesinto ac-
count thesecurity benefitsof correlating feedback from
mobile-hosts.

NETWORK-BASED IDS
AND HOST-BASED IDS

Essentially, any system requiring security must be
protected from attacks. In order to do this, agood de-
fenserequirestwotypesof actions. Firt, it requiresa
passive defense consisting of knowledge,
effectiveprocedures and equipment properly
initidizedand maintained. Second, it callsfor astrategy
to react and resol ve the problemsassociated with the
attackswhen, or preferably before, they occur. Intru-
son detection sysemsmonitor “traffic” or “operations”
from aparticular siteand report these conditionsto a
centra controller (human or machine). In effect, intru-
sion- detection systemsare used to detect unusual ac-
tivity inanetwork of computer systemsto identify if
activity isunfriendly or unauthorized in order to enable
aresponseto that violation. When anintrusionisde-
tected, the intrusion-detection system canreactin a
number of waysfrom alerting asystems administra-
tor and/or recommending various actionsto auto-
matically kicking theintruder off the network or shut-
ting down theviolated host itself. To achievethis,
therearetwo maintypesof IDS: network-based and
host-based.

BioTechnology — ammm—

Networ k-based IDS

Network-based ID systems (NIDS) monitor net-
work traffic between hosts. These monitorscan belo-
cated insidetheintranet between sdlected subsystems
or host computersor at agateway or firewall between
acorporaeintranet and theoutsideInternet (also known
asrouter-based monitoring) to ensuresafe, reliablecon-
nections between computers over large networks.
When asensor noticesaviolationinthenetwork policy,
which setshow the network managesthings such as
packet flow, it sendsan darmto the centrally located
director console. When it detects an attack or misuse,
it passesan aarm to anetwork management console
for action by an administrator, or it can be configured
to automatically terminate aconnection, reconfigure
firewdlsor do anything elsetheuser might want to have
happen if an attack occurs. Though afew are more
sophisticated and analyze protocol - specificinforma-
tion, many current network-based ID systemsarequite
primitive, only watching, for example, thewordsand
commands of ahacker’svocabulary.

Theintent of strategicaly placing IDSwithin differ-
ent network locationsisto examine data packets be-
forethey arealowed to enter anintranet system. For
example, E-mails, programs, and Internet packetsare
monitored for “signatures” that are unauthorized aspart
of abehavior anaysisbased on the content and format
of datapackets. Thislabor- intensive method is de-
signed to prevent unauthorized accessto asystem’s
intranet infrastructure. The problemisthat thissystem
reliesupon known signatures and causes system per-
formance problems and false alarms astraffic density
increases. Inaddition, thistypeof IDSisunableto stop
encrypted packetsor system attacksfrom “inside” the
intranet, unlike host-based IDSwhich detectsmdicious
behavior outright.

Host-based IDS

Host-based intrusion detection systems (HIDS) di-
rectly monitor the computersonwhich they run, often
throughtight integrationwith the operating sysem. Tra-
ditionaly, host-based IDSempl oy intelligent agentsor
sensorsto continuoudy review computer audit logsfor
suspicious activity, and they compare each changein
thelogstoalibrary of attack signaturesor user profiles.
These dedicated desktop systems can also poll key

Hn Tudian Jounual



BTAIJ, 8(10) 2013

Cao Yonghui

1355

systemfilesand executablefilesfor unexpected changes
Host-based IDSsaregenerally more effectivethan net-
worked-based | DS becausethey monitor insiderswith
the samevigilanceasoutsidersand are not affected by
network encryption schema

ADVANTAGESOFNETWORK
AND HOST-BASED IDS

Monitoring activity on asystem using network and/
or host-based Intrusion detectioninreal time or after
thefact for the purpose of identifying attemptsor suc-
cessful intrusion of the system hasits strengths and
weaknesses. The advantages of each IDS presented
aboveareoutlinedbelow inTABLE 1.

HYBRID IDS

NIDS and HID S approaches can be complemen-
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tary. For example, one possible strategy isto imple-
ment network-based monitoring and add agents on
particularly sengtivehosts. By observing dataat al lev-
elsof the host’s network protocol stack, the ambigu-
itiesof platform-specific traffic handling and the prob-
lems associated with cryptographic protocols can be
resolved. Thedataand event streamsobserved by these
agentsarethose observed by the system itself. Thus,
such an approach offers advantages of both aterna-
tiveslisted above while maintaining theability to ob-
servetheentire communication between victim and a-
tacker. Likeall host-based approaches however, the
hybrid approach impliesaperformance impact on ev-
ery monitored system and requires additiona support
to correlate eventson multiple hosts.

Conseguently, aninnovative hybrid approach that
leveragesthese advantagesand hel psto overcomethese
associated problemsisdesirable. B-bid issuch ahy-
brid approach that isaccomplished usngHIDE, SPIE

TABLE 1: Advantagesto Network and Host-based IDS

Network-based I1DS

Host-based IDS

Faster detection: A network-based monitor will typically detect a

More cost-effective: It may be more cost-

problem in seconds or milliseconds. Most host-based approaches
depend on auditing logs every few minutes.

effective for small numbers of hosts.

Lessvisible: A monitor is less visible and accessible than a host, and
thus less vulnerabl e to attack. Unlike a host, a network-based monitor
doesn't have to respond to pings, allow accessto its local storage, let
users run programs on it, or allow access to multiple users.

More granular: It can easily monitor
activities, such as access to sensitive files,
directories, programs, or ports, that are
difficult to deduce from protocol-based clues.

Bigger perimeter: The network-based approach may be able to stop an
attack at the perimeter of the network, before the perpetrator accesses a

More customizable: Per-host customization is

host.

easy with a separate agent for each host.

Fewer monitors. Fewer monitors are needed because one monitor can

protect a shared network segment. In contrast, an agent per host is
needed, which can be costly and hard to manage. On the other hand, in
switched environments, a monitor per host may be needed because

every host ison its own segment.

Tighter perimeter: Once a perpetrator has
obtained a password and user name for a host,
the host- based agent has the best chance of
distinguishing harmful from normal activities.

Fewer resources: It doesn't take up any resources on the protected

device.

Fewer hosts: The host-based approach may
not require a dedicated hardware platform.

Less traffic-sensitive: An agent is unlikely to
miss any activity due to traffic loads.

andHASTE.
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