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ABSTRACT

Now most software systems building in cloud computer platform use
Multi - Tenancy architecture. A single software system serves multiple
client organization. All customer datawill be stored together in only one
software system. So the system need higher can be equipped requirement
of the data security. We want to build a data security monitoring mode
used by on cloud platform large enterprises. The mode can set the
authentication, logging, fine-grained access control, dynamic datafiltering
strategy, data audit in a body to realize the security protection of the
enterprisesdata. Inthis paper the model uses multi-tenancy SaaS(Software
as Service) application mode. It usesRBAC (Role-Based policiesAccess
Control) mode and operation in the context of environmental perception
to realize the data access control. It using PMI framework to provide
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INTRODUCTION

With the depth and width of information construc-
tion progressng, informationgrow intoindex explosvely
ininformation system. Filtering of unwanted data, pro-
tecting enterprise existed dataand only showing infor-
mation concerned with the current scenearegreat ne-
cessity. Datasafety monitoring isan effectiveway to
meet theabove requirements. Not only doesit facilitate
quick accessto personalized information, butitisan
important meansto ensurethe security of data. Thetech-
nicd requirementsin theapplication of emerging SaaS
(Software as Service) aremoreevident inthe applica
tion. SaaSisanew mode of software goplication adopt-
ing onlinerental servicethrough thenetwork. Duetoits

uniques ngle-instanceand multi-tenant properties, SaaS
put forward higher requirementsfor date security.

CLOUD COMPUTING

Cloud computing combinesalargenumber of com-
puting resources, storage resources and softwarere-
sourcestogether. With formsahuge shared virtual IT
resource pool and it offersavariety of IT servicesfor
remote computer users. Inthel T industry, Cloud com-
putingisgenerdly consdered to beanimportant growth
point sincethe Internet economic prosperity which has
ahugegrowing prospect market.

Neverthdess, therearestill many companieschoos-
ing thetraditional softwarearchitecturelargdly of the
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reasonsismost likely that enterprisedatasecurity is-
suesareunresolved in cloud computing. Someandysis
of the survey results show that data security isone of
the biggest obstacl esto migrate enterprise applications
to the cloud computing. At present, cloud computing
security issues have been gotten moreand more atten-
tion. From the bottom to the top security issuesinthe
cloud computing environment can be summarized as
physical security, network, storage, server security, data
security, identity and access security. The paper isonly
concerned about the security of theapplicationlogic,
namely theidentity and access security, and data secu-
rity.

Inacloud computing environment, software gppli-
cation modes are based on the SaaS model. SaaS
model isasingle-instance and multi-user architecture.
Mature SaaS application should have three character-
isticsthat are extensibilityymulti-user efficiency and
configurability. Extenghility isreferred, dlowingfor more
function can beincreased inthe original designwhen
necessary, or to obtain better performanceonthebasis
of extending hardwareconditions. Multi-user efficiency
requiresthat SaaSarchitectureisnot only ableto maxi-
mizethesharing of resources between different users,
but al so can distinguish databd ongingto different cus-
tomers. Configurability meansthat inasingle applica
tioninstance servesmulltipleclientscase, each user can
configure the respective application appearance and
behavior using the metadatal®.

Interms of the SaaS application model and appli-
cation scenarios of the softwarein the cloud environ-
ment. Based on basi ¢ authentication and authorization
functions, thedatasecurity inthe SseaSmust dso have
highly configurability. According to thedifferent s zeof
the security strategy of resources, it can achieve pre-
cisecontrol of dataand operation. Based on theabove
discussion, the paper providesamonitoring model of
enterprisedatasecurity inthecloud environment, imple-
menting authenti cation, authorization, fine-grained ac-
cesscontrol, dynamic datafiltering policies, dataaudit-
ing and other functions, and themodeisappliedinthe
mode of SaaS application.

MAIN IDEAAND TECHNOLOGY

Principles that need to be followed in the study
process

Theprincipleof openness

Patform system achievedinthisprojectisthesec-
ond development of software platforms. For enterprise
developing SaaS application it requiresthat theinter-
facemust be provided with theouts deworld, to achieve
organicintegrationwith other gpplications.
Theprincipleof structured, hierar chical and modu-
lar

Using the obj ect-oriented technology, makesthe
system highly structured, modular, hierarchical. The
whole system isdefined by many moduleswhich have
good interfaces. Each module hasadetailed functiona
description and design presentation. Each modulecom-
pletesrelatively independent function. Interfaces be-
tween the modul esdefined regularly, which makesthe
changes of modul efeaturesrel ativeindependent, not
affecting thefeaturesand structure of thewholesystem
anditiseasly for the system’s upgrade and mainte-
nance.

Excellent portability

Selecting of server software system that supportsa
variety of operating platforms, such asdatabase server,
application server, WEB server. choosing choice of
middleware system isthat isadevelopment language
with good portability devel oped and applied by B/S.
Thesecanimprovethe platform portability of theappli-
cation systems.

Technical directions
Choiceof development tools

AsJavainherent with cross-platform, safety, strong
network function, enterprise’s solution based on Java
hasbecomeafact of current standard. So theselection
of development toolsisJava

Theoverall structural design of the software plat-
formisbuilt onthe J2EE platform specification. Many
enterprise solutionsincluding the devel opment, deploy-
ment and management of the complex issues can be
smplified by usngthe Java2 technology. It hasincom-
parableadvantages compared with thetraditional model
of Internet applications.

Database system selection

The selection of database system isthat supports
busi ness application syssemscommonly used inlarge-
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scalerelational database system MS SQL SERVER
and ORACLE.

TheSaaSoverall architecturebased on metadata
configuration.

The SaaS overall architecture based on metadata
configurationisshowninFigure 1.
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Figurel: The SaaSoverall ar chitectur ebased on metadata
configuration.

Thereinto Process Servicesgivethe Smart Client
and network interfacethe supply layer can cal and Sart
the synchroni zation process, or start consuming more
of thetransaction, to cal other Business Services, and
throughout the data storage businessto interact in or-
der to read and write datal®.

THEBASIC STRUCTURE OF THE DATA
SAFETY MONITORING MODEL
INCLOUD ENVIRONMENT

Wewant to build alargeenterprise-level applica
tion, monitoring platformfor datasecurityingenerd. In
thelogiclayer of theapplication, weareto legdizethe
implements software SaaS appli cation modes of au-
thentication, authorization, fine-grained permissions
control, dynamic datafiltering strategy, dataauditing,
and other functional requirements, which aregppliedto
SaaS software system security control areas.

Logical structure

General logica schemaof datasafety monitoring
modd isshowninFigure2:
Thedatasafety monitoring platformisdividedinto
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Figure2: Overall logic diagram of enter prisedata security
monitoring platforminthecloud environment

four sub-systemswhich includes RBA C-based rights
management system, Context-based policy management
system, Datafiltering system and Data-auditing system.

Enterprise data safety monitoring platform that
based on RBAC model achieved Role-based access
control. PMI (Privilege Management Infrastructure)
build rights management servicesfor enterprise-level
usersto achievethe functions as user authentication,
authori zation main management, authori zation object
management, and role-based authorization manage-
menti4.

Abovethe RBAC permissions management sys-
tem, context-based policy management system for data
safety monitoring platform provideflexibleand dynamic
datafiltering policy management and fine-grained data
control functions. When users access datajthe system
captures and matchesinformation of operating context
inthe current sceneto ledizefurther filtering and fine-
grained control of user data.

Inorder to generatethe end-user datacollection of
operations, user-specified dataset isinfluenced by per-
mission set of rights management system based on
RBAC and policy set of context-based policy man-
agement system.

Functional structure

Thefunctiond structure of theenterprisedatasafety
monitoring platforminthe cloud environmentisshown
inFigure3.

Main featuresaredescribed below:
(1) User authentication service
The platform usestheidentity mapping databaseto
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Figure3: Thefunctional structure of theenterprisedata
safety monitoring platformin thecloud environment.

legalizetheuser identity authentication service, It can
correspond theuser’s local account to the account of
theresources of thehogt, allow one-to-one, and (also)
many-to-one, whichincreasestheflexibility of theplat-
form configuration. Theadministrator can correspond
the userswith same access requirementsto the same
account, provided that the minimum required permis-
sionsto the account permissions configured for this
group of users.

(2) Authority and Subject management

Authorized subject of the platform mainly includes
user, role, organization, position, eic. It redlized theman-
agement of the subject aswell astheinheritanceand
transmission of the permission, by establishingarela-
tionship between user and role, organi zation and posi-
tion, Led platformto thetree structure of the organiza-
tion, allowsthe user demand to add the authorization
body asthe basisfor personnel management. It uses
organization tree asapersonnel management inacen-
tralized manner, and supplied by post further position-
ing, which makesit eas er to redizeaccess control ffi-
cently.

TheAuthorized subject of theplatformmainly in-
cludesuser, role, organization, position, etc. It redlized
the management of the subject aswell astheinherit-
anceand transmission of the permission, by establish-
ing arelationship between user androle, organization
and position, Led platformto the tree structure of the
organi zation, dlowsthe user demand to add theautho-
rization body asthebasisfor personnel management. It
usesorganizationtreeasapersonnel managementina
centralized manner, and supplied by post further posi-

tioning, whichmakesit easier toredizeaccess control
effidently.
(3) Authority and object management

Authorized object refersto all kindsof accessible
resources. Platform provided aunified interfacefor the
management and achieved the hierarchica management
of theresources, and set up the concept of theresource
type and resources set to support the centralized man-
agement and operation of multi pleresources. Resource
typeand resources set to resources are many-to-many
relaionship. Onthat basis, the definition of the concept
of resource operationsfor the mutex that may arisein
the process of accessto resources, dependence con-
Straint managemen.

(4) RBAC Authorization Management

The platform provides support for distributed
RBAC model and onthe basisof theorigina role, it
extend themodel. By defining therole of inheritance
andinclusion rdationship, it reducesduplicate manage-
ment authorization and Improves performanceissue of
the RBAC model under mass access control environ-
ment. Theplatform definesinclusive, exclusve, inherit-
ance, dependence, the compatibility constraint types
for therole, and configuresthe corresponding set of
congraint typesat al levelsto ensureindependent role
permissionsto avoid permission conflictsfrom happen-
ing.

(5) Context modeling

Inthe processof system designing modeling sys-
tem percelvesthe context propertiespercelvableby the
systemaremodeled, which arebe called inthe process
of policy making processmodeling context properties.
Then the scene valuesfor those propertiesdelimit, to
create an appropriate context judgment, asabasisfor
policy implementation, which can beregarded, so that
for policy modules, based on user action scenesinthe
actua context of redlization of dynamic datafiltering.

(6) Policy formulation

Inthe policy making process, the system provides
apolicy templatefilefor theuser functioned asthepolicy
rules. Fltering policy of thesystemisbased on XACML
syntax expansion, and isstored tothe XML file. The
filtering rules usethe dynamic SQL form, in order to
filter easily and efficiently filtering inthe database side,
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so asto improvethe performance of datafiltering®.
(7) Policy match

The processof policy match needsto match con-
text vauewith the context found in the policy set one
by onein order tofilter out of thefilter ruleswhich can
be applied in the current scene, and be placed in afil-
tered space of the current operation, so that therules
can beinvokedinthedatafilter.

(8) Datafiltering

The system expressesthefiltering rulesintheform
of dynamic SQL, in phase of filter rulesimplementa-
tion. Inthe user action scene, it dynamically generates
SQL statementswith the appropriatefilter rulesinthe

user’s tacit data set, to filter data control implement
dynamic data?.

(9) Dataaudit

Thegoal of dataaudit system to deploy audit for
dataneeded to auditing. When thedataaudited isper-
formed, it automatically recordstheinformation of the
operator, the operation time, the operation target, and
the operating behavior, and then providesquery and
statistical functionsof information. What’s more, ac-
cording to dataof different security needs, dataauditis
dividedintotwo audit degrees: recording operation data
and non-recording operation data®.

(10) M etadata configur ation management

M etadata configuration management isthebasi s of
datasecurity platform. Itismain responsiblefor man-
aging application configurationfor different users. Itis
achieved by providing userswith arangeof configura-
tion optionsand features switch, anditisstoredinthe
form of metadata.

CONCLUSIONS

Dynamic datafiltering policiesof the present study
isbased on role-based control mechanism about ac-
cess. It filtersthe set of operating data of usersinthe
layer of applied andlogica implementation. It provides
aflexibleand dynamic datasecurity and fine-grained
control of datafor multi-user shared datain SaaS ap-
plications. It providescentralized authentication, autho-
rization and access control for multipleservicesand usars
inthecloud environment to ensure the consi stency of

the datasecurity policy enforcement. Thedatasecurity
monitoring platform usesthe SaaS application model
to provideuserswith fast, low-cost security services.
By controlling fine-grained role-based authorization
privilegesandthe datasecurity monitoring platformin-
creasing the concept of resource permissions, it man-
agesusarsinahierarchica authorizationway. By defin-
ing theroleof therelation of inheritanceandinclusion
relaions, itimproves performance of theRBAC modd
under environment of massaccesscontrol usedin. The
filtering rulesintheplatform usethedynamic SQL form
whichisstoredintheform XML fileso astofilter data
easily and efficiently in the database side, and theto
improvethe performanceof datafiltering.
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