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ABSTRACT

In order to effectively use information resources, information sharing and information to
adapt to the requirements of rapid expansion, the establishment of internal computer
networks and based on computer network management system is entered into the network
economy era, is also the basic condition of the establishment of a modern management
system technology base, but like unauthorized access, illegal operation, information leak
and services such as refuse to issue of network security directly affect the computer
network system of the normal application, therefore, network security design become
network design is very important part. In this paper, we investigate the problems for
evaluating the computer network security with uncertain linguistic variables. We utilize
the uncertain linguistic correlate geometric mean (ULCGM) operator to aggregate the
uncertain linguistic variables corresponding to each alternative and get the overall value of
the alternatives, then rank the alternatives and select the most desirable one (s). Finally, an
illustrative example demonstrates the practicality and effectiveness of the proposed
method.
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INTRODUCTION

Since 2003, the financial securities industry on a large scale centralized computer network construction and the
business process reorganization, has fully into the "data centralization" era, safety risk highlight, safety accident will lead to
greater economic loss and reputation effect. Not only that, the computer network is malicious invasion, there are more and
more opportunities, and difficult to avoid network own fault, face data loss, host is down machine, transmission interrupt,
network paralysis caused by the business interruption, risk grows day by day. Therefore, the business process of the
reliability and continuity put forward higher request. The traditional by the network anti-virus system, intrusion detection
system, vulnerability scanning system composed of passive strategy to give priority to safety defense system, a threat feature
code accumulation and depend on machine learning training to achieve the purpose of defense, not from the enterprise
business process, operating system and host computer source strengthening protection, the defense system to enhance the
ability of the business process security! !

The aim of this paper is to investigate the problems for evaluating the computer network security with uncertain
linguistic information. Then, we utilize the uncertain linguistic correlate geometric mean (ULCGM) operator to aggregate the
uncertain linguistic variables corresponding to each alternative and get the overall value of the alternatives, then rank the
alternatives and select the most desirable one (s). The remainder of this paper is set out as follows. In the next section, we
introduce some basic concepts related to uncertain linguistic variables. In Section 3 we introduce the problem to evaluate the
computer network security with uncertain linguistic information, in which the information about attribute weights is
correlative, and the attribute values take the form of uncertain linguistic variables. Then, we utilize the uncertain linguistic
correlate geometric mean (ULCGM) operator to aggregate the uncertain linguistic corresponding to each alternative and get
the overall value of the alternatives, then rank the alternatives and select the most desirable one (s) by using the formula of
the degree of possibility for the comparison between two uncertain linguistic variables. In Section 4, an illustrative example
is pointed out. In Section 5 we conclude the paper and give some remarks.

PRELIMINARIES

Let S = {Si |i =1, 2,~~,t} be a linguistic term set with odd cardinality. Any label, S, represents a possible value
for a linguistic variable, and it should satisfy the following characteristics™®:(DThe set is ordered: S >S;, if 1 > J;@There

if S >S @Min

is the negation operator: neg(si)zsj such that j=t+1-1i;®Max operator: maX(S,,SJ)

operator: min (Si 'S ) =S, ,if S, <'S;. For example, S can be defined as

S ={s, =extremely poor,s, =very poor,s, = poor, s, = medium,
s, = good, s, = very good, s, = extremely good}

Definition 104, Let§1:[s%,sﬂ1] and §z:[3a2’3,52] be two uncertain linguistic variables, and let

len($,) =B, — ., len(8,) = B, — @, , then the degree of possibility of § > §, is defined as'"**"

max (0,len (s, )+len(8,)—max (3, - ,,0))

p(525,)= (2)
(82%) len(§,)+len(s,)
From Definition 1, we can easily get the following results easily:
(1) 0<p(5>5,)<1,0<p(5,>§)<1;
2 p(525)+p(5 > ):1 Especially, p(5,>5)= p($,>5,)=0.5.
In the following, Xu™! shall propose an uncertain linguistic correlate geometric mean (ULCGM) operator.
Definition 2. Let §, = [s }( =1,2,---,n) be a collection of uncertain linguistic variables on S, and 4 be a

fuzzy measure on S , The (discrete) uncertain linguistic Choquet integral of S, with respect to 4 is defined by
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where (0'(1),0'(2),~--,0(n)) is a permutation of (l,2,---,n), such that 'S“U(H) < §0(j) forall j=2,---,n,
Ay =((1).1(n)). Apyy = ¢-

METHOD FOR EVALUATING THE COMPUTER NETWORK SECURITY WITH UNCERTAIN LINGUISTIC
INFORMATION

The following assumptions or notations are used to represent the problems for evaluating the computer network
security with uncertain linguistic variables. Let A= {Al, A, An} be a discrete set of alternatives. Let

G:{Gl,Gz,m,Gn} be a set of attributes. The information about attribute weights is completely known. Let

a)=(a)l,a)2,---,a)n)be the weight vector of attributes, wherea)j >0,j=12,---,n. Suppose that F~€:(I’ij )mxn is

decision matrix, where l’ij €S isa preference value, which take the form of uncertain linguistic variable, given by the
decision maker for the alternative A € A with respect to the attribute G; € G .

In the following, we apply the ULCGM operator for evaluating the computer network security with uncertain
linguistic variables.

Step 1. Determine the fuzzy measure of attribute of Gj (j =1,2,---,n) and attribute sets of G . There are a few

methods for the determination of the fuzzy measure. For example, linear methods, quadratic methods, heuristic-based
methods and genetic algorithms and so on are available in the literature.
Step 2. Utilize the ULCGM operator

3)

to derive the overall preference values f; (i =12, m) of the alternative A .
Step 3. To rank these collective overall preference values ﬁ (i =12, m) , we first compare each F, with all the

I ( 1=12,---, m) by using Eq. (2). For simplicity, we let p; = p (ﬁ > l’J ) , then we develop a complementary matrix as

P:(pij)mxm,Where p” ZO, plj + pjl =1i pii 20-5, i, J :1,2,"',n.

Summing all the elements in each line of matrix P, we have
m -
Pi :Z pij,l =12,---,m.
j=1

Then we rank the collective overall preference values ﬁ(l =1, 2,---,m) in descending order in accordance with

the values of P, (i =1,2,---,m).
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Step 4. Rank all the alternatives A (i =1, 2,~~~,m) and select the best one (s) in accordance with the collective

overall preference values f; ( =12, )
Step 5. End.

NUMERICAL EXAMPLE

The proliferation of today's networks mainly is due to the system integration of the fields of communications,
network, automation, and control. The computer network has grown from a simple time-sharing system-a number of
terminals connected to a central computer-to a large, complex environment that provides infrastructures to many critical and
economically valuable components of economies. The military started out with the idea of securing each individual computer
and later expanded the concept to securing a network of computers and devices. However, it is not the only organization that
requires and has implemented some form of network security. Network security has evolved over the years and also in other
departments of government and government networks. Therefore, the issues of network security have been of great concern
in each country and especially in military requirements. This section presents a numerical example to evaluate the computer
network security with uncertain linguistic information to illustrate the method proposed in this paper. There are five possible

computer network systems A (i =12,3,4, 5) for four attributes Gj ( 1=12,3, 4) . The four attributes include the tactics
(Gl), technology and economy(Gz), logistics (GS) and strategy (GA), respectively. The five possible computer

network systems A (i =12,-- -,5) are to be evaluated using the linguistic term set S

S ={s, =extremely poor,s, =very poor,s, = poor, s, = medium,
s, = good, s, = very good, s, = extremely good}
by the decision maker under the above four attributes, as listed in the following matrix.
G, G, G, G,

[Ss:S] [S4:86] [S,:851 [S4:56]
[s;.85] [S5.8,] [S5.8.] [S:.8,]
[S;:8,] [S4:85] [S,.85] [8,.5:]
[s;:S;] [84:86] [S2:8:] [S5.86]
[83’54] [SS’SG] [55’36] [54’36]

Py
[
s &P

Then, we utilize the uncertain linguistic approach developed to get the most desirable computer network systems.
Step 1. Suppose the fuzzy measure of attribute of Gj ( =12, n) and attribute sets of G as follows:

(G,)=0.25, u(G,) = 0.35, 14(G,) = 0.30, (G, ) = 0.20
(G,,G,)=0.70, 4(G,,G,) = 0.75, 4(G,, G, ) = 0.60
(G,,G,)=0.70, 4(G,,G, ) = 0.65, 4(G,,G, ) = 0.65

(G,,G,,G,)=0.75, 4(G,,G,,G,) = 0.80
(G,,G;,G,)=0.80, u(G,,G,,G,) = 0.75
(G,,G,,G,,G,)=1.00

ttttht

Step 2. Utilize the decision information given in matrix R , and the ULCG operator, we obtain the overall preference
values T, of the computer network systems A (i =12, 5) )

=R

:[82.34’ 356] r [ 2.531 378] [51.49’53.70]

:[52.23v 348] [ 2,491 423]

'l
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Step 3. Rank these preference degree ; (i =12,3,4, 5), we first compare each [, with all the I’J ( 1=12,3,4, 5)
by using Eq. (1), and then develop a complementary matrix:

[0.500 1.000 1.000 1.000 0.100]
0.000 0.500 0.225 0.134 0.677
P=|0.000 0.775 0.500 0.312 0.855
0.000 0.866 0.688 0.500 0.875
10.900 0.323 0.145 0.125 0.500

Summing all the elements in each line of matrix P, we have

p, =0.534, p, = 2.348, p, =3.023, p, =3.867, p, = 2.389.

Then we rank the preference degree I’,(I =12,3,4, 5) in descending order in accordance with the values of

p(i=12---,5): F, = >~ =T, - F.

Step 4. Rank all the computer network systemsA (i =1 2,---,5) in accordance with the preference degree

I’i(i =1,2,---,5): A, > A, = A, - A, > A, and thus the most desirable computer network system is A, .

CONCLUSION

In this paper, we investigate the problems for evaluating the computer network security with uncertain linguistic
variables. We utilize the uncertain linguistic correlate geometric mean (ULCGM) operator to aggregate the uncertain
linguistic variables corresponding to each alternative and get the overall value of the alternatives, then rank the alternatives
and select the most desirable one (s). Finally, an illustrative example demonstrates the practicality and effectiveness of the
proposed method.
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