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ABSTRACT KEYWORDS
Vulnerability isthe essential reason of security and dependability, which WSN;
has become a serious problem for Wirel ess Sensor Network (WSN) while Bio-PEPA;

alot of additional vulnerabilities are brought out by interactions among
nodes and even more than inherent ones. A vulnerability diffusion model
for WSN is proposed in this paper. Compared to current vulnerability
diffusion model, we take the characteristic of heterogeneous of
vulnerability diffusion into consideration, that is, the vulnerability
diffusion between clustersis not the same as in a single cluster. Inspired
by epidemiological model, we use the characteristics of static hierarchy of
Bio-PEPA, a process algebra for the analysis of biological systems, to
describe vulnerability diffusionin different scenes, including vulnerability
diffusioninsingle cluster, vulnerability diffusion in multi-cluster without
migration or with migration. The experimental results show that the
vulnerability diffusion can be reduced by enhancing the recovery
capability and decreasing the rate of vulnerability migration between
clusters. Our works provide an insight into the nature of vulnerability
propagation, and is useful to improve the security of WSN.

© 2013 Trade SciencelInc. - INDIA

Vulnerability analysis;
Vulnerability diffusion.

INTRODUCTION

For Wireless Sensor Network (WSN), vulnerabil-
ity isthe underlying causes that harm to security and
reliabilityl”. Recent 1y, alot of studieshave pointed
that moreand moreadditiond vulnerabilitiesarebrought
out by connections between nodes, even morethanin-
herent ones. Vulnerahility propagation has becomea
seriousproblem.

In WSNs, nodes usually need to cooperate with
each other to accomplish taskstogether, such astrans-

mitting or collectinginformation. If thereonly asingle
cluster, theinteraction between nodeshasastrong ran-
domnessand thekind of vulnerability diffusion can be
seemed ashomogeneous medium, whichisjust ascur-
rent studies. For example, DeZ studied the vulnerabil-
ity diffusion problemsof multi-hop broadcast protocol
inthe WSN, and discussed theimpacts from sojourn
time, connectivity, recoverability with spy software.
But, the nodes of WSN are usually organized by
clugter, theprobakility of connection between two nodes
indifferent clustersisusualy unequd withtheminthe
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samecluster. Thusthevulnerability diffusionisgener-
ally heterogeneous on the entire system. Meanwhile,
with theadvancesin mobilecomputingtechnology, there
aremoreand moremobilenodesarebrought intoWSN
andthey join/ quit acluster freely, which aso play an
important roleto propagate vulnerability. Sofar, the
abovefactorshave not been consideredin current vul-
nerability diffusonmodesin[2, 3]. Besdes, asthescde
of systemsincreasing, or eventhousandsof nodes, tra-
ditional methods such asstatetransition diagram, col-
ored Petri netsfacing serious problem of state space
explosion. For the shortcomings of existing models,
wewill sudy thevulnerability diffusionin and between
cugters, aswdl asvulnerability migration between clus-
terswhile compromised nodes moveto another clus-
ters.

Inspired by epidemiological modd, Bio-PEPA (Bio
Performance eva uation algebra)’®, aformal language
for biological systemsisused to describe and analyze
thediffusion processesof vulnerability in\WWSNs. The
paper isorganized asfollows. Atfirgt, Bio-PEPAisSm-
ply introducedin section 2, and the vulnerability diffu-
sion of WSN ismodeled in section 3, and section 4
showstheexperiment results of vulnerability diffusion,
andwegiveaconclusoninsection5at last.

Bio-PEPA

Bio-PEPA isanew forma language, whichisborn
from biologica networksand Performance Evauation
ProcessAlgebra(PEPA). For the characteristicsof static
hierarchy[5], itispossiblefor Bio-PEPA to describea
seriesof separatelocation, and thusissuitablefor the
description of vulnerability diffusion between different
clusters. At the sametime, Bio-PEPA can be converted
to Ordinary Differential Equations (ODEs), smplifying
the process of solving large-scal e computing systems
composed by alarge number of components.

Thebasicdementsof Bio-PEPA includestwo kinds,
namely specie component Sand model component P,
the former is used to describe the behaviors of each
species, and thelatter isused to describetheinitidiza
tion andinteraction between species. The semanticsof
Bio-PEPA canbesimplified asfollowingg®®.

S:=(a.k) ¥ S[(at. k) T S|(a (k,.k,)) [@SS+S

BioTechnology —
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P:=P>aP|S(x) @)

Wherethe meaning of the each expressionisdefined

&s

1) « representsanactiontypeanditsfunctionrateis
K.

2) Therearethree operation types, op="!|!["™”, rep-
resenting theroleof component Sinareaction. Spe-
cificdly, “! isused to indicate a reactant, ‘! a prod-
uct, ™” g modifier.

3) Becausetherearenot chemica or biological reac-
tionsinthis paper, according to theliterature] 6],
we gives anew meaning of reaction, referstothe
interaction between the nodes, or status changes.
For areaction, this paper allows the presence of
non-smplest reaction, that is, A+B ® A+C or A+B
®2A. There are one basic types of k , Mass-Ac-
tion. While there is a non-simplest reaction,
(o, (k. k,)) ™” is used to represents changes of k,
and k, k, are respectively coefficient of species
beforeand after thereaction. Inthiscase, k=k,-k .
A pointworth noting isthat, theformula (e,k) op s
isomitted as « op s whilek=1.

4) Theoperation + representsthe choice between ac-
tivities

5 A% g definesaconstant.

6) Thecompartment L aredtatic hierarchy, whichal-
lows usto represent most of thefeatures of diffu-
sion between different clusters. C@L represents
the components C in position L. When only one
location, L can be omitted. And inthispaper, there
isonly onekind of compartment, whichiscalled
cluger.

7) Theoperation »« representscooperation between
activities, inwhich Gistheset of activitiessynchro-

nized inthe processof cooperation. If >< iswrit-

ten, it meansall theactivitiesinvolved isneeded to

synchronize.

8) Ingx), X’N*representsthe population of species
ainitid time.

For the solution of Bio-PEPA, we can exploit dif-
ferent kinds of analysis methods, including
CTMC(continuoustimeMarkov chain), Gillespies mu-
lation and ODES®. When asystem hasalarge scale,

Hn Tudian Jounual



BTAIJ, 8(3) 2013

Hongwu Lv et al.

413

————, FyuLL PAPER

the CTMC derived from Bio-PEPA will face a state
gpaceexplogon problem, and Gillespiesmulation takes
alongtimeto run, sowechoose ODEsmethodinthis
paper.

Duetothecongraintsof paper length, onecanre-
fersto[6] for moredetails of syntax and operational
semantics.

VULNERABILITY DIFFUSION
MODELSOFWSN

There are many causesthat may leadsto vulner-
abilitiesof WSN, including bugs, spy-wareand mali-
cioussoftware. Recently, in addition to inherent vul ner-
abilities, moreand more vulnerabilities break out for
interconnected and unreasonabl e trust rel ationshipt®.
Comparingtoinherent vulnerabilities, vulnerability dif-
fusion depending on thelinks between nodesfollows
with good mathematica stetisticd lavs®. Andinstead
of discussing thegenerating processof vulnerabilities,
wemainly consderson diffuson processof week points
inthispaper. Understanding of thelawsof vulnerability
diffusonwill helpto prevent the propagation of vulner-
ability, increasing system security at alow cost.

In order to study the problem simply, for acertain
node, weonly focusonwhether it hasvulnerability, with-
out paying attention to the number of vulnerabilitiesit
has. Learning from software vulnerabilitiesstate model
and the classic Epidemic Mode SIR™, the nodesin
WSN canbeclassifiedinto thefollowing fivetypes:

Healthful (H): The nodesdoesnot contain known
vulnerabilities, but they may beinfected while connect-
ingwiththeV_and V

Undisclosed(U): The nodes contain known vul-
nerabilities, but these vulnerabilitieshave not been de-
tected.

Infected(l): The nodes have been. discovered to
containknownvulnerabilities.

Failed(F): Vulnerabilitieshavenot been repaired
timely, leading toafailureof node.

Recovery(R): Recovered nodes. Repair methods
may include s mpledisconnection, denial of service, as
well asmore effective gpproaches such asonline up-
grading, patching, reconfiguration, etc..

Denctingdateset s={H,u,I,F,R ,wherevulnerable
nodes constitute vulnerability state set s, ={u,1,F}.

Accordingtothediffusion theory of vulnerability, vul-
nerability caused by connection spreads only between
H and U, or H and I, without regard to the diffusion
between U and | that not effecting ontheresults.
Under the above conditions, wewill research the
diffuson processof vulnerability a afixedinitiad vulner-
abilitiesinthetimeinterva [0, T), 0<T <+ -

Vulner ability diffusion in singlecluster (VDS)
Themodel of VDS

Firstly, considering the simplest casethat vul ner-
ability diffusion happensonly within asinglecluster.
Dropped thedetails, vulnerahility diffusonwithinasingle
cluster can besummarized asthefollowing ninerules.
[Interactionsl]:

(1) <connection1> H+U —»2U

H isinfected by U with connections.
(2) <connection2> H+1 —U+I

H isinfected by | with connections.
(3) <discovery>U —l

U is discovered by header or base station and

convertedtol.

(4) <fall>U —F

U failsor hasanerror.
(5) <fal2>l —F

| failsor hasan error.
(6) <recoveryl>U —R

U isrepairedy
(7) <recovery2>l —R

| isrepairedy
(8) <recovery3>F —R

F isrepairedy
(9) <insecure>R —H

Sincetheremay still be other defects, Rmay trans-
formtoH.

For theruleof <connection1> and <connection2>,
nodes become vulnerability while connecting to another
vulnerability node. Andfor theinvisibility natureof vul-
nerability diffusion, thenodeinfectedisthought toevolve
to state U firstly, and U can be converted into | ac-
cordingto <discovery>.

For theruleof <insecure>, somevulnerabilitieshave
not been completely repaired such asby interrupting
connections, and other vul nerabilities such as security
flawsof protocolscan not beresolved|ocally. So nodes
may still have someunderlying defects, and someRwill
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bereconverted to H again.

Thenwemodel the process of vulnerability diffu-
sioninasinglecluster by bio-PEPA. Denoting the ac-
tionsset of interaction or connection asnteractionsl={
<connection1>, <connection2>, <discovery>, <fal1>,
<fail2>, <recoveryl>, <recovery2>, <recovery3>,
<insecure>}. For each reaction, the function rateis
denoted as r, .« e Interactionsi . | n thissection, we dose
not considered nodesjoined or deleted, that is, theto-
tal number of nodesisfixedinacertain period of time,
and is denoted by n__ . At time t, the number of

H.U.I,F,R areseparately denotedby n,, n, n,n_, n,
AccordingtotheMass-Action rule of stoichiometric
coefficient, thefunctional rates of reactionsaredefined

_ % % o
fconnectionl Ifconnectionl I"]H I"]U y

— * * .
fconnectionZ rconnectionZ n H nI y

f

— * -
discovery — rdiscov ery r]U Yy

— % . _ % .
ffaill_rfajll Ny yffajIZ_rfajIZ ny

f
f

recoveryt = Trecoveryt  Ne ¥ i ccovery2 =Mrecovary2 * Ns ¥
recovery3 =r

Assuming the maximum number of componentsin
aclusern__ isN,,, andthereisonly onelocationL1,
and without taking the correl ationship between diffu-
sioninto account, let step-size=1, thusvarioustypes

of components can be described by bio-PEPA.

* i — *
recov ery3 nFyfinsecure_rinsecure Ng.

dgf )
H = (connectionl.l)|H+ (connection2,l)|H+

(insecure.l) TH;:
def” ; .
U = (connection 1.(1.2))O U + (connection2.1)

1U + (discovery,1)| U +(faill,1) |U+ (recoveryl.l)
\U:

F= (connection2.(1,1)) D1 +(discovery.1) 11 +
(fail2.1) |1 +(recovery2.1) |I:

def
F = (faill,1) 1F+(fail2.1) 1F+(recovery3.l) | F;
def

R = (recovervl.l) TR+(recovery2,l) 1 R+

(recovery3.l) TR+(insecure.l) | R:

Set X =(N7,N2,N?,N?, N2 ) tobeaninitia vector at the
beginning timej'then the process of VDSismode ed
as,

HENG ]2 UDNG T NP TF[IR]]

A casestudy

Inthissub-section, asimplecaseischosento ana
lyze the VDS model. We set the number of nodesto
300intheexperiment, thatisN,_ =300, theinitid vec-
tor of each componentsto X =(270, 20, 10, 0, 0).

For thevaueof parameters, cons der themaost com-
mon scenario of random unicast, the connection prob-
ability between any two nodesare /N, but the nodes
compromised may beinfected with soywaresor worms,
so the components of | infected within acluster may
initiate to scan or connect, which meansahigher con-
nection probability. According to thetest of vul nerabil-
ity diffusionin paper[4], the probability of | connecting
with other speciesto increase by 10times,r_ .
=10* /N. Infollowing experiments, wewill consider
the tested system with the lower and higher level of
recoverability separately. Given that whilethereaweek
recovery capability, r = = 1710% and

recoveryl_ recover:

whilehaving astrong capability of recover, let F cooveryt™—
1.0, but not al component of U can berecovered for
itsimplicit characterigtic, letr e 0.7.All other pa
rameters’ values are shown in TABLE 1. To improve
theefficiency of solution, weuseatool called Eclipse
Bio-PEPA Plug-in developed by the University of

Edinburgh to hel pto solve ODES®.
TABLE 1: Theinitial valuesof Parameters

Parameters value Parameters value
I discovery 0.5 I recovery3 10
Fiail 5102 Finsecure 0.9
tail2 1*10°

Whilethe system has aweek recoverability and
other parametersare set asin TABLE 1, the popula
tion of componentschangeswithtimejust asin Figure
1. Seen from Figurel, at first, the components of H
begintobecomeU and . And after aninterval of time,
U arediscovered or exploited to evolveto the compo-
nentsof |. At last, for aweak recoverability of WSN,
only asmall part of | be recovered and most of the
nodes becomevulnerability.

Next, we consider astrong recoverability of WSN
while other parametersare set asTABLE 1too. The
population of componentsinthissceneisshownin Fg-
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Figurel: Thepopulation of componentswhile having week
recover ability

ure2. At thebeginning, thenumber of U and | increases,
and then most of them are detected and finally recov-
ered to the component of R dueto system upgraded,
bug fixed or other repair methods. At thesametime, a
part of H isnot infected for the existence of strong re-
coverability. Overdl, withthe growth of recoverability,
vulnerability hasbeen effectively limited toasmaller
range.
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Figure2: Thepopulation of componentswhilehaving strong

recover ability

Baseonthehypothesisof strong recoverability, as-
suming connection probability of both U and | with other
componentsincreaseto 10* 1/N, and other parameters
stay at the same. At this scene, the population of com-
ponentsisshownin Figure3. At first thenumber of U
and | significantly increases, and maximum number of
components of U and | becomes larger than that of
Figure 2, which means expanding therange of vulner-
ability diffusion. Sincethe existence of strong recover-
ability torepair thecomponentsof U and |, the number
of U and| returnsto alower level again. Thus, frequent
interactions and cooperationsamong nodesin acluster
canincreasethediffusion of vulnerability.

ZE0

240
160 | 1} r== U
| | | |
120 n‘ll gl"l 5
A =
40 B "":'E'z
n —
D2 4 @ 8 L0 12 14 L8 18 20 22 24 26 28 30 32
Time
Figure3: Thepopulation of componentswhiler . is
reset to be 3.3*10°

Inorder totest our method, the abovethree scenes
iIssmulated by thea gorithm of Gillespietoo, andthe
popul ation of each component showsthat thistwo kinds
of method isgenerally the same. But dueto the con-
straintsof paper length, we omit thesepictures.

Vulnerability diffusion in multi-cluster

Vulner ability diffuson in multi-cluster without mi-
gration (VDM)

When acluster composed of fixed nodesentirely
or nodes do not switch between multipleclusters, itis
thought to be not existence of nodemigration. In gen-
eraly, we choose an exampleof threeclustersto ex-
plaintheprocessof VDM for simplicity, called L1, L2
and L3. Inthispaper, we primarily focuson theimpact
from multi-cluster on vulnerability diffusion and keep
theother parametersthesamefor al clusters, Thusall
kindsof rate of activity inall thethreeclustersisset to
be same, whichishelpful to smplify the problem. The
vulnerability diffusion between clusters a so happens
between H and U or between U and |. Except for the
sameregularsasVDS, there are also two other extra
rulesfor VDM.

[Interactions2]: p,q” {L1,L2,L3},q“p.
<link1 >

H@p+tU@q —-»U@ p+ U@g;

<link2_>

H@p+l@gq —»U@p+ 1@g;

Astheassumptionthat each cluster isthesame, the
coefficientsof diffusion reaction between clustersare
a so same, which can be computed by therule of mass-
action,

_ N . .
finkipg = Tinkipa * MHaep Nuaq ¥
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fiinkzpa = Minkzpa * Mh@p “ M aq

The connection probability between clustersisa
ratio of r.,..n, andisrecordedaslink ratio” [O,
1] ythenthe coefficients of diffus on reaction between
clustersaredefined as ., =link_ratio* y=
link_ratio*yp, q” {L1,L2, L3}, g“p.

Vulnerability diffuson in multi-cluster with migra-
tion (VDMM)

If there are mobile nodesin acluster, thevulner-
ability may be spreaded by migration of node. At this
scene, Vulnerability Diffusionin Multi-Cluster with Mi-
grationiscaledasVDMM.

Inthispart, wea so dividethe systeminto 3 clus-
ters, separately L1, L2 and L3, andthemigration rate
of nodesinall thethreeclustersistreated asthe same
to simplify the problem. Based on themodel in sub-
section 3.2.1, relationship of componentsin model
VDMM can bedescribein Figure4.

R

Figure4: Therelationship of componentsin the model of
VDMM

Assuming al thenodescan moveto other clusters
a acertainratio, and the proportion of migrated nodes
withthetotal ismigration _rate” [0, 1]. Themigra-
tion can be described by bio-PEPA as

(M} seciegtocation_islecaion_ 1 +(1D) . Then we add anew ruleto

vulnerability diffusonfor VDMM.

[Interactions3]:

Letp,q” {L1,L2 L3}, p“q, specie

<migration>

specie@p —specie@q;

The coefficient of migration between clustersare de-
finedas,

=migration_rate*, wherei” {L1, L2, L3}.
Thenthemodd of VDMM isgiven.

Stting the maximum number of componentsin cluster
kto be, inthetimeinterval [0, T), , the process of
vulnerability diffusonismode ed by Bio-PEPA asfol -

lowings.

def
H@p = (linklp.1)|H@p + (link2,.1) |H@p +
(insecurep.l) tH@p + Y,(linkly.l) |H@pty,
(link2pg.1) |H@p + Y4l ppng;-(LD) |H @p +
g (Ml -(LD) TH @p + Yg (M2 4,.5,5,-(LD)
TH @p;
dgf’ __ _
Uap = (linkl,.(1.2))OU @p + (link2,.1)1U
@p + (discovery,.1)| U @p + (faill,.l) |U @p +
(recoveryl.l) |U @p +Y(linkl,.1) 1U @p+,
(link2.,..1) 1U @p:

I@p = (link2.(1.1))OI @p + (discovery,.1) 11
@p + (fail2,.1) |I @p + (recovery2y, 1) |1 (@p;
daf
Fap = (faill, 1)1F@p+(fail2,.1) 1F@p +
(recovery3,.1) |Fl@p;
def N
R@p = (recoveryl,.l) TR@p +
(recovery2,.1) TR@p + (recoverv3,l) | R@p +
(insecurep, 1) |R@p + Xg(m2 0. 5rpsg-(LD) |H @p+

Zq (mqu‘RIq%p] AD) 1H @p,‘

Inthemodd, whilethere are no connection or mi-
gration between two clusters, let the corresponding co-
efficient tobezero. Theninlocationk, theinitia num-
ber of speciesA is<, vulnerability diffusondrivenby a
certaininitiad vulnerabilitiescanbemodeed as

H[ Ny, 1> U Ny 1>< [ N2 ]p< FI N2 ] o< R
[N ] >< H[ NS, 1 U NY, ] ><l [N, ] b< F[ N2,
>< R[ Npy 1>< .. H[ Ngy 1< U [ Ngylea I
[N2] >« F[N%, ]>< R[N, ]
A casestudy

For comparison with VDS, the total number of
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nodesisstill set to be 300, each cluster has 100 com-
ponents, and the connection probability of connection
within cluster isaso same. And assumingintheinitial
timeL1 hasthecomponent of U and |, and other loca-
tionsonly havethe component of H, which meansthat
only L1isvulnerability. Theinitial number of compo-
nentis=20, =10, =70, ==100yand theremaining vaue
isO.

(1) Analysisof VDM

Firstly, for comparisonwith VDS, considering a
weak recoverability of WSN, therest parameters’ val-
uesarsasthesameasthat of Figure 1. Thepopulation
of component U and | isshown in Figure5(a) and (b)
separately whilelink_rate=1/100and link_rate=1/
10. Seenfromthefigures, thetime used to reach the
maximum number of both U and | at location L1 is
awaysearlier that that of at L2. Likewise, whenwe
enlarge link_rate, the time needed to reach a peak
become shorter in Figure 5(b), and because of thelimit
of paper length, wedon’t give extra figures. This phe-
nomenon indicatesthat enhancing thelink_ratewill
acceleratethediffusion, in other words, reducing the
connection probability will decreasethevulnerability
diffuson.
an

Al
21

40 (@)
50
¥ /\f\
an { d
0|3 a v

| 0 2 4 84 ¥ 1D 12 l'i“';‘:- 1T 20 22 24 & I8 30 W
U@L
o --- U2
=1 @L1
0 | fﬁr \ 1@L12

| . y
an (44 (b)
10 | j;r \\t\_\_

i 4 § 10 18 ;iTij;rl I

Figure5: Thepopulation of U and | in a cluster while (a)
link_rate=1/100 and (b) link_rate=1/10
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Figure 6 showsthe population of U* and I* which
includesall thecomponentsof U and I indl threeclus-
ters, while link_rate=1/10. Seen from the Figure 6,
VDM needsmoretimeto arrive at thesamelevel than
VDS. But when reach asteady state, the popul ation of
each speciesin multi-cluster isamost as same asthat
of asinglecluster. Sowhiletherecoverability iswesk,
thereisnot much differencein diffusion scale between
VDM andVDS.

00 .
TR T P A
e e
|
= ril .::_ —Im 7 7 T ===[Tin a single cluster
-E e _-"'.ﬁ[__'_ _:_ ] —--I'i:n a single cluster
2 |k = £

time

Figure 6 : The comparison between VDS (fixed line) and
VDM (‘+’ line) whilehaving aweak r ecover ability

Secondly, whileevery cluster hasastrong recover-
ability, westill set link_rate=1/10. At thisscene, the
populationof U andl inL2isshowninFigure 7. Com-
paring with Figure 5(b), the popul ation of both U and |
aresignificantly decrease. Furthermore, theresults of
Figure 8 show the comparison of the population of U*
(or I*) inmulti-cluster with asinglecluster, and we can
find that the number of U and | in VDM are signifi-
cantly lessthanthat of VDSwhen reach asteady state
at last. Thephenomenontelsusafact that dividing WSN
systeminto multi-cluster ishel pful tolimit thediffusion
of vulnerability whilethe clustershave strong recover-

,_
fe Y R e o e S Y Y

g g 20 30 40 6O &1 VO E0 B0 100 1M

Figure7: Thepopulation of U and I in L2 whilehaving a
strong recover ability
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ability. Thelaw behind the phenomenonisasoeasy to
understand, that is, the probability of repairing weak
pointsin clustersbecome larger with theincrease of
recoverability. It meansthat vul nerability spread to other
clusterswithalower probability, dowing down vulner-
ability diffusonindirectly.

100

===["in a single cluster

|
a1 0
| —===Iin a single cluster
=

number

~ time
Figure 8 : The comparison between VDS (fixed line) and
VDM (‘+’ line) whilehaving astrong recover ability

For thebroadly existence of recovery methodssuch
as software upgrading, patching and antivirus, the ap-
proach of suppressing vulnerability diffusonin multi-
cluster iseasily exploited, which hasthe same effect
withdividingintologic sub-network usedin practice.

(2) Analysisof VDM M

Atfirgt, theclustersare set to be of aweak recov-
erability, and other parametersare asthe same asthat
inFigure5(b). In Figure 9(a) and (b), the population of
U and | isshown separately whilemigration_rate= 1/
100 and 1/2. Seenfrom thefigure, withtheincrease of
migration_rate, thediffusion of vulnerability accel er-
ates. And when migration_rate increaseto 1/2, the
populationof U (or ') in L2 areessentialy coincident
withthat of L1, whichindicatesthat migration of nodes
accd eratesthediffusion of vulnerability.

Next, whilethe system hasastrong recoverability,
thepopulation of U and | isshownin Figure 10(a) and
(b) separately while migration_rate=1/100 and 1/2
to comparewith Figure 9. Thetrendsalsotell usthe
same conclusion that theincrease of migration rate
acceeratesthediffusion of vulnerability. For example,
asthepopulation of U and | arriveat thesameleve in
all thethreeclusters, the cost of timeis 12 units(sec-
onds) while migration_rate =1/100, but lessthan 5
units(seconds) whilemigration rate=1/2

Figure 11 showstheimpactsfrom nodes migration
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Figure9: The population of U and | VDM M has a weak
recover ability with (a) migration_rate=1/100 and (b)
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Figure10: Thepopulation of U and | whileVDMM hasa
strong recover ability with (a) migration_rate=1/100 and (b)
migration_rate=1/2 seperately

onthevulnerability diffusonwhen WSN iscapable of
strong recoverability. In Figure 11(a), the popul ation of
U and | inL2isshown, and theextremevauesof curves
tell usthat themaximum number of U and | isincreased
for VDMM. In other words, the migration of nodes
expandsthemaximum scaleof vulnerability. AndinFg-
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ure 11 (b), the population of U” and I" in the whole
systemindicate asameresult. But wea soneed to note
that thefina scaeof vulnerability diffusionisnot differ-
ent between VDM and VDMM éfter arriving asteady
stateat last, whilethe strong recoverability works.
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R Sa)_l - - —o— UDL2 for VDMM
g L\ 1| _—e f@L2 for VDMM
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0 10 20 30 40 a0
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Figurel1l: (a) thepopulation of Uand | in acluster, and (b)
thepopulation of U and I" in thewholesystem for both VDM
andVDMM

It must benoted that for acertain parameter, inthe
most scenesonly two or threevaluesaregivento ex-
plaintheimpactsfromit onvulnerability diffusion, butin
fact we use more different valuesto verify thetrend,
andwedon’t give extra figures just because of the limit
of paper length.

Through theanaysisof theabovethreecases, itis
not difficult tofind that our mode cansmulatethetrend
of vulnerability diffusonfor WSN withmulti-cluster rea-
sonably, generdly consistent with reality. And thefol-
lowing conclusionscan bedrawn.

1) DividingWSN systeminto multi-cluster ishe pful
tolimit thediffusion of vulnerability whiletheclus-
tershave strong recoverability.

2) Reducing the connection between clusterswill de-
creasethevulnerability diffusion, and theless con-
nections between clusters, the more apparent this
phenomenon.

3) Thespeedof vulnerability diffusonwill beaccel er-
ated asnodes migrating between clustersfredy, and
they areapositivereationship.

RELATEDWORKS

And many researches has been donefor analysis
of vulnerability. At present, moreand morestudiesshow
that vulnerabilitiesbrought out by connectionsbetween
nodes are even more than inherent ones. And thekind
of vulnerabilities caused by connectionsgrowsexplo-
sively and becomesthe mgority.

Many scholarshave devoted their attentionstore-
searchthelaw of vulnerability evol ution and vulnerabil -
ity propagation to predict vulnerability diffusion and
providethe basisfor recovery. A. Ozment® from Uni-
versity of Cambridge analyzed the history data of
OpenBSD inthe past 8 yearsto study the evolution of
vulnerability. S. Neuhaus'® summarized and classified
thevulnerabilitiesof Mozillato predict outbresk of se-
curity events. For diffusion of dataerror, Hiller® dis-
cussed diffusion behavi orsbetween associated software
modules, and proposed amethod of setting checkpoint
and recovery point. Inthefield of WSN, DeZ studied
thevulnerability diffusion problemsof multi-hop broad-
cast protocol, and discussed theimpactsfrom sojourn
time, connectivity, recoverability with spy software, but
hedon’t take notice of the characteristic of heteroge-
neousinthe processof vulnerability diffusion.

But thevulnerability diffusion between clustersin
WASN isnot homogeneous, because the probability of
connection between nodeswithin or without acluster is
usually different, and the mobile nodesal so accelerate
the spread of vulnerability diffuson. Sothat webuilda
vulnerability diffuson modd to smulatethecharacter-
istic of heterogeneousfor vulnerability diffusion. Be-
side, whenthe system containsthousandsof nodes, tra-
ditional CTMC or DTMC methodsis hard to solve
because of avery big state space. To overcome the
shortcoming of Satepaceexplosion, weuse Bio-PEPA
to convert into ODESin this paper.

CONCLUSION

A vulnerability diffusion model for WSN by Bio-
PEPA isproposed inspired by epidemiologica model
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inthis paper. With respect to the characteristic of het-
erogeneousinthe processof vulnerability diffusion, we
takethe multi-cluster, recoverability and migration of
nodesinto count to mode vulnerahility diffusoninthree
steps. At first, aVDSmodd isbuilt to describevulner-
ability diffusioninasinglecluster just astraditional
modd, whichisabas sfor comparison. Thenthemodd
of VDM and VDMM are separately built to analyze
vulnerability diffus onwith or without migration of nodes,
compared with VDS. The experiment results shown
that enhancing recoverability of cluster, decreasingthe
connection rate between cluster and preventing themi-
gration of nodeisuseful to reducevulnerability of WSN.
It isneeded to point that though there are only three
clustersinthe cases, themodel proposed isalso suit-
ablefor afinite number of clusters. In addition, our
method can be used in large-scale systemswithout a
problem of state space explosion.

Infurther study, we hopeto build avulnerability
diffuson mode with nodesadded randomly.
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