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ABSTRACT

This paper presents for tracing the whereabouts of missing children isan
effective solution for the use of real-timeinformation on Internet of Things,
track access, update information technol ogy, which utilizes the most high-
profile of RFID radio frequency technology, which is a non-contact
automatic identification system. In this paper, a combination of the EPC
tag chip datareading, RFID automatic acquisition, cloud storage, wireless
sensor networks and wireless remote positioning and other functions, to
smulatethereal sceneof theincident, and security riskscan be pre-estimate
of the corresponding proposed solution. Through the paper, we hope to
try and improve, and make appropriate promotion and expansion, |oss of
practical help to families of children and social harmony and stability,
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INTRODUCTION

Internet of Thingsarekind of objectswithfull avare-
ness of information hasareliable connection between
objectsandintdligent network to transmit information
processing cagpabilities. At present, some peoplemoral
failure caused by rapid socia and economic progress,
causing seriouslossof children, Internet of Thingsto
improvethissituation, the protection of thefamily happy
and promotesocia harmony isgreat significance. Glo-
bdly, Internet of Thingsinlifeapplicationsinduding sen-
sor manufacturers, chip manufacturers, equi pment manu-
facturers, network services, network operators, soft-
ware devel opersand service providersand so on. De-
spitethecurrent support Internet of Thingsrelated to
lifetechnology isnot mature, not ableto achievethefull

applicationinlifethe short term, however, this aspect
of China’s vast market in size and have materials, tech-
nologies, devices, sysemsand networks, making China
agreat advantagein achieving thelifeof thisaspect of
Internet of Things.

Inrecent years, Internet of Things systematic sys-
tem, visudization havea so madetremendous progress,
radio frequency identificationt (Radio Frequency |den-
tification, RFID) isan automati cidentification technol-
ogy for two-way datavianon-contact radio frequency
mode communi cation, thetarget to beidentified and
accesstorelevant data. Astheradio frequency identifi-
cation technology isused in the e ectronic tag, which
hasalarge storage capacity, strong anti-jamming capa
bility, portable, safe, canwork inavariety of harshen-
vironments, etc., supply chain management, logistics
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management, medical health, retail management, and
transportation and many other industriesare widely
used.™(Radio Frequency I dentification, RFID)“.

RFID technology in Chinaistill at an early stage
of development, especialy intermsof lost children, or
amost ablank. Therefore, the RFID technol ogy to track
lotsof development space onthe missing child, thereis
ahugemarket potential.

In other countries, the development of RFID tech-
nology isaready quitematureinthe playground indus-
try, such as: Sn. Mountain Amusement RFID technol-
ogy hasbeen successfully applied toidentify the staff,
visitorsand logosidentifying rentable ski and equip-
ment, and you can use plastic RFID smart wristband
purchase goods, servicesand ski cable car ride. In ad-
dition, there are many theme parks using RFID tech-
nology in Japan, mainly in severa areasaccesscontrol,
vigtor management, playground, for example, thenum-
ber of automatic management of each riderides, roller
coastersfor high-speed video recording servicesand
children’s pre-login system etc. RFID in Taiwan has
also been applied in thefield of entertainment games
new progresswhich wasinspired by Subject Exposi-
tionAichi inJapan. In Taipel Pokémon paradise, RFID
technology will beused for “hunting” game, through a
built-in RFID tag spherica device, whereby the player
can experiencethefeding of hunting Pokémon stimu-
lus. MdaysiaSunway Amusement(? using RFID wrist-
bands management and consumer vistorstothisamuse-
ment park, rather than cash, to enter the park’s attrac-
tionsand pay for products and services consumption!®.

With economic devel opment and the processof ur-
bani zation continuesto accd eratein Ching, thefloating
populationisasoincreasingin someareasincreasingly
prominent phenomenon of missing children, and showed
agrowing trend. Children lose has become amajor
concern of public nuisance Chinese society ingenerd
hasbecome popular and socia stability isrelatedto a
magjor event. Although there are small spaces (parksor
playgrounds) has been through the use of radio fre-
quency identification technology to provideour visitors
withacomprehensiveset of services Tohelp solvethis
problem as soon as possible, to reduce the probability
of occurrence of thisevent, this paper presentsamiss-
ing child’s whereabouts for an effective solution. This
paper focuseson children’s location information col-
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lection, information tracking, monitoring al stages of
informationinthelnternet of Things. Popular, message
trackingisthrough modern technol ogical meansfor data
processing inthe future, you can understand the gen-
eral location of thered-timetarget position. Network-
ing gpplicationsinthisartideismanly usedfor children
constantly updated information on theactua location
of thereal-timedatato confirm the safety of children.
Real-time query location isthe core of the system of
children, such asthe systemwill be based on the col-
lected children’s location information to help parents
understand the appropriateinformation: thespecificlo-
cation of the child, whether thechildisinasaferange.

IOT-BASED SYSTEM DESIGNANTI-LOST
CHILD

Background

Internet of Things have plenty of spacestogrow as
anew industry. From two aspects prospectsof Internet
of Things: First, from the economy, the domestic have
many studiesblank areain thisregard, fewer competi-
tors, havegreat profitsto bemade, wecanfirst stepin
theline. secondly, from the devel opment of society, the
child safety issuesrelated to the future of the country,
associated with socid stability connected thefamily’s
happy, we put Internet of Thingsappliedto solverea-
life problemswill get strong support from the govern-
ment, society and all walksof life. Therefore, the prod-
uct information Thingscollection, tracking, etc. func-
tionsapplied to solverea missing child caseisneces-
sary. It isasudden loss event and eager to solve the
case. If thechild canreadily obtain information onthe
location of theaddress, which can beinlarge part to
protect thechild’s safety and can give parents peace of
mind. RFID technol ogy hasgrestly improved the pos-
tion of timely accessto information and timely updates
and other efficiencies, whichin addition to bulk read,
but d so hasasmall size, large capacity, long life, reus-
able, fast read and write, non-visud identification, mo-
bileidentification and so on. By labelingeach childin
the body, laminated or implantable RFID tag, you can
adwayslearntoidentify thechild’s location information,
real-timetracking, to hel p reducethe harmto children.

Internet of Things prospectsin thisareacoupled
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with therapid devel opment of RFID technology to solve
thisthorny problem provides afeas ble solution, then
contact the negative effects brought about by therapid
devel opment of society, the paper arguesthat Internet
of Thingsin life as part of the application can bean
effectiveway to solvethe problem of missing children.

RFID technology consistsof four partselectronic
tags, readers, middleware and back-end gpplication sys-
tem components, shown in Figure 1. Tag and the tag
antennagenerally dedicated chip tags, eachtag hasa
uniqued ectronic code (EPCEl ectronic Product Codé?),
and attached to the obj ect to be detected, when thetag
reader recelvesasignd transmitted after i.e. wake-up
and completetheaction according totheingructiontrans-
mitted reader, and the response datato the reader, the
reader receivesthetag data, first, asmpleprocess, and
to beussful beloved transfer dataover thenetwork back-
ground middleware system to further processthe data,

andfinally put these dataprocessng middlewaresystem
again after apassto thetop-leve gpplication sysemsvia
anetwork, theupper gpplication systemto performthe
appropriate action based onthedatathey haveacquired,
such as: offer sometipsor other information associated
with theuser serviceinformationto theuser®.

I ntroduction of networ king technology

2005, hedin TunisWSIS, the Internationa Tele-
communication Union (ITU) hasrdeased “The Internet
Report 2005: Internet of Things,” a text, formally pro-
posed the “Internet of Things” concept®. “Internet of
Thingstechnology™ is still the core and foundation of
the“Internet technology”, is based on Internet technol-
ogy extension and expansion of anetwork technol ogy®
extended and expanded itsdient to any goodsanditems
of Rooms, information exchange and communication.
Internet of Thingstechnology meansthrough various
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Figurel: Theoverall architectureof RFID system
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Figure?2: Simulatereal application scenarios
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sensing devices, radio frequency i dentification technol -
ogy (RFIE)), EPC encoding, infrared sensors, globa
positioning systems, laser scannersand other informa:
tion sensing device, according to the agreed protocol,
based on the need to achieve interconnection items
interoperable network connections, information ex-
changeand communicationin order to achieveintelli-
gentidentification, pogitioning, tracking, intelligent moni-
toring and management of network technol ogy.*
Simulation scenarios

Dueto the current market environment, thereare
somegapsintherelevant areas, and thus “Internet of
Things” and “Children’s location tracking” data linking
isparticularly small. In view summarizesalot about
Internet of Thingsrdated toinformation technology and
application after gpplication scenarios can besimulated
initidly showninthefollowingfigure®.:

By describing Figure 2, itisvividly demonstrated
by theInternet technol ogy to determinethelocation of
thechildisvery accurate and necessary. In the shortest
time, itisto ensurethe safety of childrenandto reduce
thisevent for children and parentssome psychologica
trauma.

ARCHITECTUREAND IMPLEMENTATION
OF THESYSTEM

Architecture
After alot of information to read and summarize,

Application layer

based on the current understanding of the architecture
of thelnternet of Thingsapplications® asshownin Fig-
ure3:

Ascan be seen from Figure 3, thewholearchitec-
tureisdividedinto threelayers. the perception layer,
network layer and application layer. Perception layer is
mainly composed of two parts: theintelligent reader
module and RFID tags. Network layer mainly com-
posed of anetwork communication module, amobile
network, Unicom network, telecommuni cation network,
WIFI routers etct.

Thelast layer istheapplicationlayer, it hasascan-
ning device, cloud, mobiledevice, theapplication data
base management procedures. Three-tier architecture
interrelated and mutually distinguishtheir dutiesto en-
surethefurther implementation of goplications.

Security risksand solutions

For technical and features of the system, consider
thesecurity risksinclude:

1) Intermsof location privacy to prevent attackers
major illegal tracking of RFID tagsor damage of
any kind.

2) Intermsof safety certification label layerismainly
to ensurethat only legitimate reader to communi-
cate.

3) Inthedataprocessing canbemainly high density
encryption operation.

4) Intermsof socid stability isto preventillegd copy-

| Datahase annlication |

| Mahile devices |

Cloud

Scanning equipment

WIFI Router

Mobile, China Unicom. Telecom Network

Network communication

Intelligent reader module

RFID tags

Figure3: Architecture
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ing elementsfrom using RFID tagstotrade.

Inorder to prevent the presence of RFID tagshid-
deninchildren safe, you need to use certain technica
conditionsto solvethis problem, taking into account
the current methods are: First, thelabel canbewornin
children, suchasear rings, anklets, nallsand other deco-
rationsintheform of relatively secluded place; Sec-
ond, thelabel can beembedded inthechild’s physical,
thismethod ismainly to prevent the approach of aphe-
nomenon caused by theloss of thelabel, but thereis
somerisk inthisapproach, itisstill not implemented.

To ensurethat only the label layer and the corre-
sponding communication legitimatereader canuniquely
identify anunsolicited radio signd interference, sothat
the user canlabel adeviceactivebroadcast radio Sig-
nals, or for preventing damage the nearby reader op-
eration, thereby enabling the communication only with
the corresponding reader. In order to maintain social
stability and prevent terroristsfrom using RFID tagsto
carry out terrorist activities, the need for regular testing
RFID tag application environment, to ensuresocia se-
curity and sability.

EPILOGUE

Inthispaper, the current rapid devel opment of so-
ciety for children brought to thisredity islost, com-
bined with existingand emergingtechnol ogies, “Internet
of Things” in life related application solutions proposed,
which can bedetermined at any location to avoid the
safety of children parentsworry about other issues. Al-
though at present no specificimplementation, and the
ideaistill preiminary stage, but levelsof the method,
rationdity, practicdity and gpplicability havegood theo-
retica bas's, and themethod utilizesadvanced technol -
ogy, with good scal ability and adaptability, with some
room for development, thereisacertain profit margin.
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