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ABSTRACT

In this paper, fingerprint identification has received more and more attention and has been widely
used because of its distinctiveness, stability and acceptability. Efforts for fingerprint identification are
mainly focused on: an identifying the system of one or more steps of automatic fingerprint verification.
Using multiple sources of a fingerprint to get a higher accuracy for security purpose. Though fingerprint
identification is widely used now, in areas such as ATM, the access control of nuclear power stations, etc.
For high security applications, particularly low false accept rate and as low as possible false reject rate are
desired at the same time, which is called double low problem. In this paper, a method of fingerprint
identification concept is conveyed for an ATM machine to be functioned or accessed by authorized person.
Only 6.6% fingerprints are falsely rejected on the average under zero false accept rate with our method.

Key words: Automated teller machine, Universal asynchronous Rx/Tx, Density of pixel per inch, Global
system for mobile.

INTRODUCTION

Fingerprinting technologies are related to the biometric sciences and make use of
characteristic features of the fingerprint to verify the identity of persons. Finger-scan
technology is the deployed biometric technology, used in a wide range of substantial access
and reasonable access. Every one of the fingerprints has unique characteristics and patterns.
The ordinary fingerprint pattern is made up of lines and spaces and the lines are called ridges
even as the spaces between the ridges are called valleys. It is through the pattern of these
ridges and valleys that a single fingerprint is matched for verification and authorization.
These unique fingerprint character are termed “minutiae” and comparisons are made based
on these character. Fingerprint verification methods include minutiae-based and image-
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based methods. Using the ATM when provide customer with the convenient banknote
trading is very common. But, the financial crime interfere with the ATM terminal, steal
user’s credit cards and password by illegal means. Incase by mistake one user card is lost
and the code word stolen, then the criminal draws all the cash in the shortest time. How to
carry on the valid identity to the customer becomes the focus in current financial circle.
Therefore, it is so important that the biometric thumb impression is to provide the main
identification proof of any unknown person. So for ATM security using the hybridizing
method with biometric fingerprint verification.

Proposed system

In this paper, we are going to implement method of fingerprint identification and
deduction of flash entry for high security applications. GSM are the security applications we
are using in this paper. We are using this security system in ATM. On one occasion, the
finger print identified it will request for the password. If the password entered is wrong the
buzzer alarms. If it is right the amount can be withdrawal. A message will be sent to the
registered mobile number. But when an unauthorized person will try to access the account of
authorized user, the fingerprint will not be matched and the buzzer will start to give warning
to try again for first two attempt and after if it is still an unauthorized attempt to infiltrate the
security then buzzer will start to alarm that you cannot access the account and it will lock the
account temporarily. Meanwhile the real user will receive the message of all unauthorized
attempts made by the culprit. So, he can take an immediate action about it. In this system we
can apply more than two fingerprints, so that the if in any incident case the user loses his/her
fingerprint so he/she will be able to access his/her account by using another finger.
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Fig. 1: Hybrid fusion method of fingerprint identification
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RESULTS AND DISCUSSION

The paper presented is the design of an ATM access system using finger print
technology. The system consists of finger print module, DC motor, LCD display and
interfaced to the PIC microcontroller. When a user registers the fingerprint to the finger print
module, this is taken as input to the microcontroller. The micro controller is automatic in
such a way that the input from the user is checked and verified with user database and
displays the relevant information on the LCD display. When an authorized person is
recognized using finger print module the door is accessed by DC motor.

Fig. 2: The hardware of fingerprint based ATM

Fingerprint readers are being used by banks for ATM authorization and are
becoming more common at grocery stores where they are utilized to automatically recognize
a registered customer and bill their credit card or debit account. Finger-scanning technology
is being used in a novel way at some places where cafeteria purchases are supported by a
federal subsidized meal program. The system is used and extended by using a GSM module.
This module sends alert post to the respective establishment when unauthorized person’s
finger print is found. Like that, the security level is uppermost and the people and their
money will be secured.
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